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SIEZ X & HRENRERERRE C(SHER CHHARMRIEZLY, BEAFKLEE
BAMEH O AEDY WRERBFFEARBIREDR (X —THEELSHEN),F
W2 & BB IR R A DR AN T AR FF O 78 T U8R, U LA Intel x86 & _E A9 Linux #21E
RGN, R 9iES N gnu gee) :

// exl.c

void function(char * str)

| char buffer[ 16];

strepy( buffer, str) ;
§

void main ()

{int i3
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char buffer{ 1281;

for(i=031< 12751+ +)
bufffer{i] = "A”;

funetion( buffer) ;

printf( "buffer overflow, just a test!”);

|

B PRI FEAE B P X B AR IR BT . LA strepy (O ¥ IR st WA E H #
buffer . A str (94 BEE K F 16, Fr LAE R P SATAS S 38 AR buffer B3 1, R FFE1TH
e bRiE C RBUE R IEAE BB strepy ) X BRI E K 2 F FF 29 4F : streat () L sprintf () |
vsprintf( ) gets( ) ,scanf( ) ,getchar() fgete() % .

WA R R BN P AR S APIM MR IR LA, BRI R S R F L (LIFO), lRBUH
FARRE R F AR B X R A SRR b & AR RO AR ET TR LN T 4R 1 . B RS BUE AN
B RIS IR RS FA a8 (1P) F A P A5 15 AR [l s sik (RET) 3 58 = ERR I R B 0L 37 77 8%
(FP); SR 5 TS RT RO 4T (SP) 35 U1 21 FP, VR MR i Sttt s RS O A4 7 B B HH — e R =S 1]
12 SP WA YRR

247E 3 bR %L main M function SRR, HEARIIIETE A 1 B .

BIR TR R T 4 B8 R Segmentation fault ( core AR N AAA
dump) "BUERLAS AL B HRFPATH] function O B, JE | ek st
SEFRRF AT, IR Bl B AT 1E 4] prinf(“buffer over- B?f?
flow, just a test!”) B2 FHE b X B, 7R FF #95R ] . R
ML T 0x41414141(A B+ 75 HR 0x41), — N B R Hykt
WES R 2 A, (HE 2 A RB P EF iR k. 3 (ret)
RSB 0x41414141 S bl B P 24T HH 2464, 81 | orp HIMAE
FARBRMN HRA TR 45 R B ERFaa | HPr A
FA RPN, 7 — W8 B 35 TR AR (8] ik B R buffer :
MR B BRI S BRI L R gy | SEF | e ] e
A Y TR AT 2 B R T T — B R
184 G R REAHRAE.
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@) X EPREARE— A EHE B BB RNBFH - DADSE FITRNAE
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BERAXBERNAZPRBREERNBEFNT:

/7 ex2.c

void main(int argc, char * argv[ ]) |

char buffer[512];

if (arge > 1)

strepy( buffer, argv[1]) ;

|

PIRMNEFRENBFTUEZHENSH, —RE X K/h, ZRAH B BRI H AR
R R GXMEARIE SR T R E B M E X TENALER) R W FRBEE—1 3
B R EGC  , XBRE DR,

/7 ex3.c

# define DEFAULT__OFFSET 0

# define DEFAULT_ BUFFER_SIZE 512

# define NOP 0x90

char shellcode[ ] =

"\xeb\xlf\x5e\x89\x76\x08\x31\ch\x88\x46\x07\x89\x46\x00\xb0\x0b”
"\ x89 \ xf3 \ x8d \ xde \ x08 \ x8d \ x56 \ xOc \ xcd \ x80 \ x31 \ xdb \ x89 \ xd8 \ x40 \ xcd”
"\ x80 \ xe8 \ xdc \ xff \ xff \ xff/bin/sh”;
//shellcode 34 RIVE IR R IF— 1 shell, 3 BB EA/E N 2R B BARIEX
unsigned long get_sp(void) 1
—asm—(“movl %esp, %eax”);
|
void main(int argc, char * argv[ ])
|
char * buff, * ptr;
long * addr_ptr, addr;
int offset = DEFAULT_OFFSET, bsize = DEFAULT_BUFFER__SIZE;
int i;
if (arge > 1) bsize = atoi(argv[1]);
if (arge > 2) offset = atoi(argv[2]);
if (! (buff = malloc(bsize))) |
printf(”Can’t allocate memory. \ n”);
exit(0) ;
l
addr = get_sp() — offset;
printf(” Using address: Ox%x \ n”, addr);
ptr = buff;
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addr_ptr = ptr;
for (i = 05 i < bsize; i+ =4)
* (addr-ptr+ + ) = addr;
for (i = 0; i < bsize/2; i+ +)
buff(i] = NOP;
ptr = buff + ((bsize/2) — (strlen(shellcode)/2));
for (i = 0; i < strlen(shellcode); i+ + )
% (ptr+ + ) = shellcodeli];
buff( bsize - 1] = "\ 0’;
memepy{ buff, “EGG = " ,4);
putenv( buff) ;
system( “/bin/bash” ) ;
;
BLAEFR AT A R P ke S B o 90 A 28 b [X i M A IR AR P R A s o, AT 78 B 39 1
shell.
[ root @ sunrise/home | # ./ex3 612
Using address: Oxbffffdb4
[ root @ sunrise/home | # ./ex2 $ EGG
2.03# exit
exit
[ root @ sunrise/home |
NIRRT 2.03 4 KB, BATHHLIZEE] T — DB shell. £ FEELABET M5 vb X 86 H
Bt 2, Al EE REFEEAF WA E b X i B R RR 4, I07F Redhat linx T A
mount FIFTH E 8 Xt BTN IR, Solaris for SPARC F fdformat 674 %% .
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WHAESHEE, I BEh TR AANBIERE LB R, RA RT3 X 87 FEk
PR B A S B TIES . BARZ W Xk R E 27 £/ R EWetE, BB & A RIEHN
ERFZHES T ERHEMENUEERE Z2BFRED, AR A -2 T BEMERH
FHBLRARWET AR LR -, Zoh K WA R ERAERF PR 55
BB AR RGP i b WEA M RA S, DFEFRPRCEFAEEL TS
[, R E R R A A E S P X s IR TR — W R, A R AR R AL L.
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i, B AR XA T REE ST . R R A TR P X A W EGE B AR S HRE
51E R BOR B RTEAA R . BRI MHEARF R RBESEE, flin—2RBEREC S H WM
ST HERR R T B
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2% wh X 4 IO R R PR v X W A SORE R (B bl , (R AT Bk B oMbk B BT
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FE XA AT R EE A M JERATHIE rP X EE R . 1R B 4E R G0 (A0 linux 1 Solaris) # A X FiX W
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The Principle of Buffer Overflow Attack
WU Ji-ke, LING Jie
(Faculty of Computer, Guangdong University of Technology, Guangzhou 510090, China)

Abstract: Buffer overflow is a technology widely used by hackers to attack computer networks. In this pa-
per the principle of such a kind of attack is analyzed, and the difference between local attacks and long -
distance attacks is also disscussed. Then several methods for defending buffer overflow attack are present.
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